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Unwanted Outcomes, Actors
• Unauthorized 

disclosure of protected 
records

• Theft through business 
email compromise 
(BEC)

• Extortion through 
ransomware or denial-
of-service

• Intentional disruption

• Organized crime
• Nation-states
• Mercenaries
• Activists

• All using…
• Gullible Insiders
• Unaddressed technical 

issues
• Overly permissive user 

access



The Criminal Ecosystem
• Operates as a corporation
• Hack-for-hire mercenaries
• State-connected actors
• Optimizing efficiency and risk 

management
• Distributed tasking: initial access, 

lateral movement, privilege escalation, 
payload deployment

• Affiliate programs and ransomware-as-
a-service

• Targeting based on criticality and cost 
of downtime

• Coding competitions, conferences, 
bonuses



Add To That…
• Russia: FBI warns that 

Sandworm state-affiliated 
group is deploying ransomware

• China: Accused of $20M in 
financial fraud perpetrated by 
APT41, a state-sponsored 
group

• North Korea: large-scale theft 
of cryptocurrency and financial 
sector funds, used to fund 
weapons programs



Rural Health Targeted

Cybersecurity investments could go by 
the wayside at cash-strapped 
hospitals, Fitch warns

Hackers shifting focus to small hospitals, 
clinics and tech companies to siphon off 
patient data, report finds



National Rural Health Resource Center

Cybersecurity Toolkit 
for Rural Hospitals 
and Clinics | National 
Rural Health 
Resource Center 
(ruralcenter.org)

https://www.ruralcenter.org/resource-library/cybersecurity-toolkit-for-rural-hospitals-and-clinics


"Bang-for-the-Buck" Focus Areas
• Limiting user access to the Internet
• Training and testing users
• Preparing for and practicing incident response
• Using multi-factor authentication
• Identifying Medical IoT and using strong access-control
• Use of managed and professional services
• Interns!
• Hospital Districts – use the SLCGP funding
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